MeToaH4YeCKHE PEKOMEHJANHH 0 pa3sMeleHdH Ha NHPOPMAIIMOHHBIX CTEHAAX,
odpuNANBHBIX HHTEpHET-calfiTax U JPYruX HHPOPMALMOHHDLIX pecypcax
o0meo0pazoBaTe/ILHbIX OPraHU3ANHMil U OPraHoOB, 0CYIIECTBAAIOIIUX YIIPaBjeHue B cdepe

obpasoBanus, HHGOpManuu 0 6e30HaCHOM OBEXEHHH H HCII0JIb30BaHHH ceTH «MHTepHeT»

| |

Oxcniepramu 1 wieHamu Bpemennoit komuccuu Coera ®enmepanun 1o pasBUTHIO
HHQOpPMALMOHHOro OOIMecTBa B paMKaX BBITOJHEHHS pPEKOMEHAAnMH INaplaMEeHTCKUX
CNymaHu#i «AKTyalbHBIE BONpPOCH oO0ccrnedeHus O€30MacHOCTH U pa3BATHS JAeredl B
HHQOPMAIIMOHHOM IIPOCTPAaHCTBEY, KoTophle nponud B Cosete ®enepanun 17 anpens 2017 r.,
ObutH pa3paboTaHbl METOAMYECKHE PEKOMEHJAIMH O pa3MeIleHHM Ha WHGOPMAIIMOHHBIX
CTeHJax, OQHUUMATBHBIX MHTEpHeT-caiitax M  JApYruX HH(QOPMalHMOHHBIX  pecypcax
00meo6pa3oBaTeNbHBIX OPraHU3alWii ¥ OpraHOB, OCYLIECTBIAIOLIMX YIIpaBieHHe B chepe
obOpazoBanus, uddopmaiyu o0 Oe30macHOM NOBEASHHH M WCMOAb30BaHMM ceTd «MHTepHeT»
(nanee ~ METOXMYECKUE PEKOMEH JALIUH ). _ 1

Meronudeckue pexoMeHIaHK Hanpaﬁneﬂbl Ha Ka4eCTBEHHOE IOBBILICHHE YPOBHSA
HHQOPMAlIMOHHON  AeATEeNbHOCTH  OOIMEeoOpa3oBaTeNbHBIX ~ OPraHM3anWii M OPraHoB,
OCYLIECTBIIAIONIMX yNpaBieHUe B chepe oOpazoBaHus, B 4aCTH HHOOPMHUPOBAHHUS YHALIHXCH, HX
poauTesneH (3aKOHHBIX NIPEICTABUTENEH) ¥ IeNarornuecKuX pabOTHHKOB 00 OCHOBHBIX acIeKTax
uHpopManuOHHOH H€30IacHOCTH. ' N

Meroauyeckue pEeKOMEHIAUUM TIO3BONAT 0O0leoOpa3oBaTENbHBIM OpraHU3aLUAM H
OpragaM, OCYIIECTBIISIOIIMM yIIpaBicHHE B cdepe oOpa3oBaHus, aKTYalIH3HPOBATH YXKe
HCIIONB3YEMBIE U pa3MelIeHHble HHGOPMALlHOHHBIE MATEPHAIb], TaK U MOATOTOBUTH HX B CIIy4yae
MX OTCYTCTBHS C Y4ETOM JY4IIMX [IPAKTHK H PEKOMEHIaluH.

B paMxax METOIMYECKUX peKOMEHalUi paccMaTpUBAIOTCS CIECIYIOIIHAE HHCTPYMEHTEL:

1. umHpOpMaHOHHLIE CTCHIBL;
2. odunuanbHBIe UHTEPHET-PECYPCHI; -
3. cpencrBa MaccoBOH MHGpOpMalUH (IIKOJbHBIE Ta3€Thl, [IEAarOTHUECKUE H3JAHUL

1 i

U JpYrue). ‘ o

Hughopmayuonnvie cmenowvt
Ha  wundopmanmuonHelx  creHmax B 0OmeoOpa3oBaTenbHBIX  OpraHM3alMsX,
pacnonoxeHHBIX B (Goie yupexJeHHMH W B KabuHeTax, OCHALICHHBIX I1EPCOHATBHBIMU

YCT’pOﬁCTBaMH AJId BBIXO4& B CETh ((HHTepHeT)), PEKOMEHAYETCS pasMECTUTH HH(bOpMaHI/IOHHLIe




IaMATKH, COIEPXallie OCHOBHBIE COBETHI IO ofecreucHHIO NHGOPMAaHOHHOH Oe30nmacHOCTH
YYaIIaXCs. ‘
B mpunoxenun Nel K METOLMYECKHM DPEKOMEHMALHUSIM IPENCTaBIeH o0pasell MaMaTKH

IJIS pasMerneHus Ha HHQOPMAaIHOHHbBIX CTeHIaX.

Cpeocmea maccoeoti ungopmayuu

B cpemcrBax MaccoBoH MH(pOpMAalMK, OpPHEHTHPOBAHHBIX Ha 0O0ydaroluxcsd,
PEKOMEHIYeTCd B TedeHHd Yy4eOHOro roja peryiaspHO ITyOIMKOBaTh WHGOPMAIMOHHEIE
MaTepHaibl, MOCBAIIEHHBIE OTAEIbHBIM acleKTaM HHGOPMALMOHHON 0€30macHOCTH, a Takxke
pa3ingHbIC IAMATKH 00IIEro Xxapakrepa.

B cpenctBax wMaccoBoit HHpOpManuy, OpPHUEHTHPOBAHHBIX HA MEJArOTHYECKYIO
OOLIECTBEHHOCTh, PEKOMEHIYETCSI B TEYEHMM KAJCHJApPHOTO roja peryispHO MyOTHMKOBAaTh
MHOOPMAIMOHHBIE MAaTepPUaibl, [OCBAILEHHbIE OTHEIbHBIM acIiekTaM WH(HOPMaIHOHHOM
0€30IaCHOCTH KaK HECOBEPIICHHOIETHHX, TaK U 00Ie0o0pa3oBaTeNbHBIX OpraHu3alui, a TakxKe
pasnuyHble NaMATKH, OO30pEl HOPMATHBHO-NIPABOBOIO pETYNHPOBAHMs JaHHOW cdepsl u
HH(QOPMALHIO O aKTYaJIBHBIX MEPONIPUATHAX U COOBITUAX B IaHHOMH cdepe.

B xone mnposenenus EpmHoro ypoka mno OesomacHoctH B cetd  «MHTepHEeT»
pPEKOMeHayeTCs 00ECNEeYUTDh BEITYCK TEMATUUYECKOro BBIIIYCKa CPEeACTBA MacCOBOM HHGOpMANun
mu6o cepuu NyONMKAaLWUH, CPEOH KOTOPHIX PAcCMOTPETh OPraHHW30BAHHBIC MEPONPHATHS IS

ofyuaromuxcs, WX  pomuTenedl  (3aKOHHBIX  IpPEACTAaBHTENCH) ©  IeJarorH4ecKon

00IIECTBEHHOCTH.

Oguyuanvrvie Humeprem-pecypcol
O6meobpa3oBaTeNbHBIM  OpraHH3alMAM PEKOMEHIYeTCss Ha CBOMX OGUIHANBHEIX
NHTepHeT-pecypeax obecrneynuThb byHKUHOHUPOBaHUE CaMOCTOSITENIBHOTO %}
CleHHaIn3upoBannoro pasaen «Mudopmanuonnas ©6€30maCHOCTB), B paMKaX KOTOPOro

IPENYCMOTPETh pasMEIICHHUE CleAyowei naopManmu:

Ne Pasgen/moapasaen ®opmar Conep:xxaHue MaTepHaJioB
IIPEICTABJICHH
MaTepHaJI0B
1. | JloxanpHble HOPMATHBHEIE Komuu nokymerToB B | PasMewnaiorcs xomuu
axTel B cdepe obecnieuenust | popmare ¥*PDF NOKYMEHTOB, T.. CKAHUPOBAHHBIH
MH(OPMAIMOHHON BapHaHT JOKYMEHTA,
6e301acHOCTH COOTBETCTBYIOUIHI TpeOOBaHUIM




00 y4alHIOLIHXCS

K IlapamMeTpaM CKaHHPOBaHHMS.
PasmermtaroTcst JOKYMEHTHI,
pernaMeHTHPYIOLINE
OpraHu3aiuio 1 paboty ¢
NepCOHANBHEIMY JTaHHBIMH,
IJIaHbl MEPOIPUATHH 110
obecrieueHHI0 HHPOPMALMOHHOK
6e3onacHocTH 00yyaromuxcs 0
JpyTHE.

2. | HopmarusHOe
peryJupoBaHue

Konuu 1OKyMEHTOB B
¢dopmare *PDF

[Ty6nukyrorcs akTyajbHbBIE
cBeaeHus 00 penepaabHbIX U
pPErHOHANBHBIX 3aKOHAX, MUChbMax
OpraHoB BJIaCTH U ApyTHE
HOPMAaTHBHO-TIPaBOBLIE
JIOKYMEHTBHI, perlaMeHTHPYIOIHe
obecneuerne HHPOPMAIHOHHOM
6e30macHOCTH
HECOBEPLICHHOJIETHHUX.
JonyckaeTcs BMECTO KOUi
pasMeLaTh TUIEPCChUIKY Ha
COOTBETCTBYIOIKE JOKYMCHTH! Ha
cafiTax OpraHoB I'oCyapCTBEHHOH
BJIACTH.

3. | Ilemaroruueckum
paboTHHKaM

Texcr Ha cTpanule
caiita

Konuu noxymMeHTOB B
dopmare *PDF

Pa3zmemaroTcs MeToaHdeckue
PEKOMEHALMH U YKA3BIBACTCS
HH(OpManUs O MEPOTIPHUSITHUSX,
IpOeKTax ¥ Iporpammax,
HAINPaBJICHHBIX Ha MOBLIIICHUE
HHGOPMATIOHHON IPaMOTHOCTH
Iearoruyeckux pabOTHHKOB.

4, | ObyuaromumMcs

Texcr Ha cTpanuue
caira

Pa3zmemaercs nHGOpMaLMOHHASL
namsTKa (npunoxenue Ne2) u
yxa3bBaeTcss WHbopManus o
MEPOIPHUATHIX, IPOEKTAX K
[IpOrpamMmax, HalpaBJIeHHbIX Ha
HOBBIICHAE HHQOPMAIMOHHOM
IpPaMOTHOCTH 00yJarolmuXxcs.

5. | PopurensM (3aKOHHBIM
IPECTaBUTENISIM)
obyuarormuxcs

Texcr Ha cTpaHuIe
caiita

Pasmemaercsa nHbopManmoHHas
namsTKa (mpunoxenue Ne3).

6. | Jetcxue OGe3omacHple CaliThl

Texcr Ha cTpaHuIe
canTa

Pa3memnaercs nadopmanus o
PEKOMEHIYEMBIX K
UCIIOJNB30BAaHUIO B yueOHOM
npouecce 6e30NnacHbIX calfTax,
GaHHepbI 6€30NIaCHBIX IETCKHX
cafToB.

Opranam, OCYINECTBISIIOIIMM yTpasieHue B cdepe oOpa3oBaHMsA, PEKOMEHAYETCA HA
cBonx ounuanbHeIX MHTEpHET-pecypcax obecnednts HYHKIHOHHPOBAHHE CaMOCTOATENBHOTO
H cnenuamusuposanHoro pasien «Mupopmanmonnas GesomacHOCTB», B paMKax KOTOPOIoO

TPeNyCMOTPETH pa3MelleHue cieayomei undopMaluu:




IIpunoxenne Nel. IlamsaTka ais ofy4yaromuxces 06 uHdopMannoHHOM (e30MacHOCTH JeTei

HEJIb34

L

Beem moapsin coobmiaTth CBOK YacTHYIO HWH(OpPMALMIO (HACTOSIIHE WMs, (aMHUIHIO,
TenedoH, agpec, HOMep LIKOJIEL, a Takxke Gororpaduu cBou, CBoel ceMbH U Ipy3eit);

2. OTkpeIBaTh BIIOXKEHHbIE (DaiiiIbl 3IEKTPOHHON MOYTHI, KOT/Ia He 3HaeIOb OTIIPaBUTE!IS;

3. I'pybuts, npuauparhbCs, OKa3sIBaTh JABICHHE — BECTH Ce0s HEBEXKIIMBO W arpeCCHBHO;

4. He pacnopsokaiics neHpramu TBOEH ceMmbH Oe3 paspelleHHs CTapliiX — BCeraa
CIIpalluBail poaUTENEH;

5. He Bcrpewaiics ¢ VHTepHET-3HAKOMBIMH B pEaTbHOM JKM3HH - IIOCOBETYHCH CO
B3pOCIIBIM, KOTOPOMY JOBEpSEIIb.

OCTOPOXHO

1. He Bce mumyT npaay. Uuraems o ceGe Hempasay B MHTepHETE — cO00mM 06 3TOM
CBOMM POJUTENSAM HIIM ONIEKyHaM;

2. IlpurnamaroT MepenuchIBaThCs, HIPaTh, 0OOMEHUBATHCS — IIPOBEPH, HET JIM MOBOXA;

3. Hesakonnoe konupoBanue ¢aitnos B UHTepHETE — BOPOBCTBO;

4. Bcerma pacckaspiBaif B3pOCIIBIM 0 po0ieMax B CETH — OHH BCEra MOMOTYT;

5. Wcnons3y#l HacTpoMKHM O0€30IaCHOCTH ¥ INPHBATHOCTH, YTOOBI HE IOTEPATH CBOH
AKKayHTHI B COLICETAX U JAPYTHX IOpTaax.

MOXHO

1. VYBaxail qpyrux nomnb3oBareei,

2. Tone3yembcs MIHTEpHET-UCTOYHUKOM — JieNIail CCHUIKY Ha HETO;

3. OrtxpsIBail TOJBKO TE CCBUIKH, B KOTOPBIX YBEPEH;

4. OOmarbcst 32 IOMOIUBIO B3POCIBIM — POAMTENHM, ONEKYHBl W aJIMHHHCTpAIMS CaiTOB
BCEr/ia [IOMOTYT;

3

IIpoiinn o6ydenne Ha caiite «CeTeBUYOK)» ¥ IOIYYHM NACIOPT MUGPOBOTo rpaxkaHuHa!



Hpunoxenne Ne2. HadopmanuoHHas namMarka 1t 00y4al0mUXCs 1Js pasMelieHus Ha
opunmansubix HUHTEpHET-pecypcax

C xaXIBIM roJIOM MOJIOAEXH B HHTEPHETE CTAHOBHTHCS GONBINE, a INKOILHUKH OZHH U3
caMBIX aKTHBHBIX IOJb3oBaTeiaed PyHera. Mexay TeM, NOMHMO OIPOMHOTO KOJIMYECTBa
BO3MOXXHOCTEH, HHTEpHET HeceT M mpobiieMbl. DTa maMsATKa OODKHA IIoMo4b Tebe 6e3omacHo

HaXOOUTHCAd B CCTH.

|
|
% \ :
Komnwromepnoie supycer ‘

i

KoMmpioTeprbIf  BHpYC ~— 3TO  pa3sHOBHAHOCTh  KOMIIBIOTEPHBIX

OTJIMYUTENBbHON OCOOEHHOCTBIO KOTOPOH

¢aiinamu B LesoM. B OOJIBIIHHCTBE CilyyaeB pacnpoCTPaHIIOTCS BUPYCH Yepe3 HHTEPHET.

MeToas! 3a1UTHI OT BPEJOHOCHBIX IPOTPaMM: ,
1. Hcnone3y# COBPEMEHHBIE ONEPALIOHHBIE CHCTEMBI, HMEIOIIHE CEPhE3HBIN YPOBEHD

3aIIUTEl OT BPEJOHOCHBIX MPOTPaMM;

IlocTosHHO ycraHaBnMBai mautd (UMQpPOBEIE 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABJIMBAIOTCA C LENbI0 AOpaldTKY NPOTrpaMMbl) H ApyrHe OOHOBIEHHMS CBOEH
ONepaIMOHHON cucTeMbl. Cka4duBal HX TONBKO ¢ OQUUMAIBHOrO caiiTa pa3paboTyrKa
OC. Ecnu cymiecTByeT pexnum aBTOMaTHYECKOro OOHOBJIEHH S, BKIIOYH €r0;

Pabotali Ha cBOEM KOMIBIOTEPE NOX IpaBaM¥ MOJIL30BATEN, 4 HE aIMUHKCTPATOPA.

OTO He MO3BOJUT OONBUIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJUIHPOBAaThCA HA
TBOEM ITEPCOHATEHOM KOMITBIOTEPE;

2.

Vicnone3yi aHTHBHUPYCHBIE IIPOrpaMMEBIE TPOAYKTHI U3BECTHBIX IIPOU3BOAUTENEH, C
aBTOMAaTHYCCKUM OOHOBIEHKHEM DOa3;

wn

Orpannys Guanyeckuil JOCTYN K KOMIIBIOTEPY I TOCTOPOHHMX JIMII;

HMcnonp3y# BHEIIHIE HOCHTENH HHPOPMAIIUH, TaKKe KaK (emka, IucK uin Gpain u3
MHTEPHETA, TOJIBKO M3 NPOGEPEHHBIX HCTOYHHKOB;
He oTxpeiBaii xoMnbioTepHbie Gaiiabl, MONY4YeHHbIE M3 HEHAJEKHBIX HCTOYHHUKOB.

Haxe T1e dafinel, KOTOpble IpuUcNan TBOM 3HAKOMBIA. Jlydime yToOuHH y Hero,
OTIIPaBJIAUI U OH TeOe ux.

: !
Cemu WI-FI :

Wi-Fi - aT0 He BH/| Iepellaun IaHHbIX, HE TEXHOJIOTHS, & BCEro JIMIL Gpen, Mapka. Eine
B 1991 romy HunepraHnckas KOMIaHus 3apeructpuposana 6penn « WECA», uto 06o3nauaio
cnosocoyeranre « Wireless Fidelity», kotopsriit nepeBonuTcs Kak «0eCIpOBOAHAS TOYHOCTEY.

o mamero BpemeHH nomuia apyras a0OpeBuarypa, KOTOpas SBISETCS TAKOM e
TexHonoruel. Ito abbpesuarypa «Wi-Fix. Takoe HasBaHHe GBUIO JaHO C HAMEKOM Ha CTAHAAPT
BBICIIWH 3ByKOBOH TexHuKkd Hi-Fi, uTo B nmepesoze 03HavaeT «BLICOKAs TOYHOCTEY.

Ha, GecnnaTuplil MHTEPHET-IOCTYI B Kade, OTENIX H adPONOpTax SBISETCS OTIMUHOMN

BO3MOXXHOCTBIO BBIXOJA B HHTEpHET. HO MHOrHe sKcrepThl CYHTAIOT, YTO 00MENOCTyIHbIE Wi-
Fi cetn He aBroTcs 6€30MaCHBIMH.

'
1

Cosetnl o Ge3onacHocTH paboTe B obmenocTynuex cerax Wi-fi:

Hporpamm,
ABISETCS  CHOCOOHOCTE K pa3sMHOXEHu1o. B
JOTIOJIHEHUE K 3TOMY, BHPYCHI MOTYT IOBPEIMTh WM IOJHOCTHIO YHWYTOXHTH BCe (aiibl u

JaHHBIC, INMOAKOHTPOJIBHBIE ITOJIB30BATCIIO, OT HMCHH KOTOpPOro OrLTa 3amnyurcHa 3apa>KéHHaa
nporpamMMa, a TakXe MNOBPEINTE HIH JAXKE YHHYTOXHTL ONECPallMOHHYIO CHCTEMY CO BCEMH



1. He nepenmapaii cporo nuunyro uHpopmanumio uepe3 obumenocrynneie Wi-Fi cetn.
Pabotas B HHX, XenaTejqpbHO HE BBOIUTH NApONM JOCTYIA, JIOTHHB H KaKHe-TO
HOMeEpa,
2. Hcnomw3yi U 0OHOBJISH aHTUBUPYCHBIE IporpaMMBbl B OpaHamayep. Tem caMbIM TEHI
obe3omnacuiib cebs OT 3aKayky BUpyca Ha TBOE yCTPOHCTBO;
3. Tlpu ucnonezoBanud Wi-Fi otxmoud ¢ynHkimoo «OOmmit moctyn k ¢ainaMm u
npunTepam». JlaHHas QyHKOMS 3aKphiTa [0 YMOJYaHHUIO, OJHAKO HEKOTOpBIE
f II0JIB30BATE/IH AKTUBUPYIOT €& njist ynobcTBa HCIONIBb30BaHus B paboTe HiH ydebe;
‘ 4. He ucnone3yéh nyOnuuneii WI-FI ans nepenaym NHYHBIX JaHHBIX, HApUMEp IS
BBIXOZIA B COLIMATBHBIE CETH WK B MJIEKTPOHHYIO IIOYTY;
! 5. Hnomw3yit Tonpko 3amumeHHoe coegqunenne yepe3 HTTPS, a me HTTP, T.e. npu

j o B Habope BebG-aapeca BBOAM UMEHHO «https://»;
S : 6. B mobOunpHoM Tenebone orwmoun Qynkomo «Jlogkmouenne k- Wi-Fi
4 ¥+,  asroMarHueckm». He DONyCKal aBTOMaTHYECKOro MOJKIIOYCHUS YCTPOHCTBA K CETAM
<, 7. . o WiFi6es tBoero cornmacus. o x
» f Coyuanvhvie cemu : , : :
a4 L .
L ’ " CoumanbHbIe CeTH aKTHBHO BXOJAT B Hallly XH3Hb, MHOTHE JIOJHA paboTaoT U KUBYT
A " TaM MOCTOSHHO, a B Facebook yxxe 3aperucTpupoBaH MHIIHAPH YETOBEK, YTO SBIAETCA OIHON
¢ W e CEeIbMOW BCEX MKMUTENEH IUIaHeThl. MHOTHE IONB30BaTeId HE IOHUMAIOT, YTO WHGpOpMAIHs,
co pa3sMeINeHHas UMY B COIIHAIBHBIX CETAX, MOXKET ObITh HallleHa ¥ MCIONb30BaHa KEM YIrOJQHO, B
. ‘ TOM YHCIIE HE 00513aTeNIbHO ¢ OJlaruMu HaMepeHUAMH.
P
;’;’? ,; & :l OcHOBHBIE COBETHI IO 6€30MaCHOCTH B COHMUAIBHBIX CETAX:
S s 1. Orpanmup cnucox apysett. Y t1ebs B Ipy3psiXx HE JOIDKHO OHITH CIyYalHEIX H
i ‘% SR HE3HAKOMBIX JIIOZIEH;
7, & v2. . 2. 3amuinaii cBOKX YacTHYIO u3Hb. He ykasmBait mapomn, TenedoHEI, axpeca, Jary
' - TBOEr0 POXAEHUS M JPYI'YIO JIHYHYIO HHGOpPMALHUIO. 3II0YMBIIUIEHHUKH MOTYT
' UCIIOIb30BaTh Aaxke MH(OpPMAIMIO O TOM, KaK Thl M TBOH POJUTENH IITaHUPYeTe
IPOBECTH KaHHKYIIBL,
3. 3amuInai CBOIO PEMyTallHIO - AEPXKH €e B YUCTOTE U 3ajaBaii ceGe BOmpoc: XoTel 6b
Thl, 91001 ApYrue NMONB30BATEIN BHUAENH, YTO THI 3arpyxaems? Ilomgymait, npexne
YEM YTO-TO ONMYOIIMKOBATH, HANUCATH U 3arPy3UTh;
4. Ecnmy THI TOBOPHIUG C JIOJBMH, KOTOPHIX HE 3Haellb, HE MCIOJb3YH CBOE pealbHoe
UM W JPYTYIO JIMYHYI0 MHQOpMamMu: HMs, MECTO XXHTEIbCTBA, MECTO y4eObl u
npovuee;
..~ . 5. HWsberaii pasmemenus ¢ororpaduit B UHTepHere, rie Thl H306paked HA MECTHOCTH,
A 10 KOTOPOH MOKHO OIIPEENIUTh TBOE MECTOIIOJIOKEHHE;
;r 6. Ilpu perucTpauus B CONMANBHOM CeTH HEOOXOMMMO HCIIOIB30BATh CIOXKHEIE APOJH,
_ v COCTOsMIHE U3 OYKB M IU(P ¥ ¢ KOIUYECTBOM 3HAKOB HE MeHee §;
{?9 o 7. Jlnst coumansHON CETH, MOYTBI M APYTHX CaHTOB HEOOXOOUMO HCIIONB30BATH Pa3HbIE
;:j . "' ~ naponu. Torna ecnu Te6s B3IOMAIOT, TO 3IOYMBIIUIEHHAKHA NOIYYaT JOCTYI TONBKO
g -t Z o e K OTHOMY MECTY, a HE BO BCE Cpa3sy. .
& G o
S InekmponHvie Oenb2u
A " D
- OIEKTPOHHEIE NEHBIH — 3TO OYeHb yNOOHBIA CIOCOD IUIaTexell, OOHAKO CYINECTBYIOT
» ., MOIICHHHKH, KOTODbIE XOTAT HOJYIHTH STH ACHBIH.

2. | *

e ONEKTPOHHBIE NEHBrH IOSBAINCH COBCEM HEJABHO M MMEHHO M3-3d STOFO BO MHOTHX
. “ ' rocymapcTBax N0 CHX IIOp He NPOMMCAHO PO HUX B 3aKOHAX.

. L ot
% # :w o i
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B Poccunm xe OHHM (YHKUMOHMPYIOT M O HHX Y)K€ NIPONKCAaHO B 3aKOHE, IIe HX
pa3densioT Ha HECKOJIbKO BHJOB — aHOHHMHBIE M He aHOHHMMHbE. PasEmua B ToM, 4TO
AHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs IPOBOAUTH olepauuy Oe3 HAeHTH(HKAIHIH
T0JIb30BATEIN, @ B HEAHOHMMHBIX HACHTH(GHKAIMHY II0Ib30BaTEIs SBIAETCA 0043aTENBHOM.

Taxxe cienyeT pa3nuyarh 3JICKTPOHHbIE (HAaTHBIE NEHBEIH (PaBHBI I'OCYAAPCTBEHHBIM
BaOTaM) U JIEKTPOHHBIE HebHaTHEIe JeHBIH (He paBHBI FTOCYJAPCTBEHHBIM BAIIOTaM).

OcHoBHEIE COBETHI 110 Oe30macHoii paboTe ¢ MEKTPOHHBIMHU AEHBIAMH:!
1. TlpuBsxn K cuery MOOUNBHBIA TenedoH. DTO caMblil yHOOHBIH U OBICTPEIA crocob
BOCCTAaHOBHUTH JOCTYN K cuyery. [lpuBs3aHHBIH TenepoH MOMOXKET, eCH 3alyles
CBOH ILTATEXKHBIN apOJIh MIIH 3aliICIIb HA CalT C HE3HaKOMOI'O YCTPOHCTRA;
Hcnone3yit onnopasosele maposm. Ilocne mepexona Ha YCHJICHHYIO aBTOPH3ALHAIO
Tebe yxe He OyJIeT yrpoXkaTh ONaCHOCTH KPaXXM HIH [IEPeXBaTa MIATEKHOTO TIApOJIs;
Bribepu cnoxueifi napons. IlpecTymBukam Oyner He NpOCTO yrauaTe CIIOMKHBIA
napoins. HaxexHble napoiau — 3TO Napoiii, KOTOPBIE COAEPIKAT HE MEeHEee § 3HAKOB U
BKJIIOYAIOT B c€0s1 CTPOYHBIE M IMPOMUCHBIE OYKBBI, HUGPH ¥ HECKOIBKO CHMBOJIOB,

TaKHe Kax 3HaK JoJjuiapa, QyHTa, BocKIMnaTenbHbI# 3HaK 1 1.11. Hanpumep, $tROng!;;
4. He BBOAU CBOHM JIHYHEIC AaHHBIC HA caiiTaX, KOTOPEIM HE AOBEPSENIb.

Dnexmpounas noyma | [

OneKTpOHHAS MOYTa — 3TO TeXHOJIOTHS U MPENOCTaBISIEMBIE €10 YCIIYTH 10 HEPECHIIKE U
NOJIyYEHHIO 3JIEKTPOHHBIX COOOMIEHMH, KOTOPHIE pacHpefieNifIoTCs B KOMIBIOTEPHOH CETH.
OGBIMHO  3EKTPOHHBIH NOYTOBBIA  AIMMK  BBIVIAOWT  CIEOyIOLMM  oOpasom:

HMs_TIOJIB30BATENA(@UMs_fOoMeHa. Takke KpoMe Iepeladd MpOCTOrO TEKCTa, HMEETCS
BO3MOXHOCTh I€peaaBaTh Gaibl.

OcHoBHbIE COBETHI 110 Oe30macHoM paboTe ¢ 3MeKTPOHHOM TOYTOMH:
1. Hano BeIGpaTh npaBuIIbHEIN MOUYTOBBIA CepBHC. B MHTEpHETE €CTh OrpOMHLI BEIGOD

OeCrIaTHBIX NOYTOBBIX CEPBHCOB, OXHAKO JIyYlIe AOBEPATH TEM, KOTO 3HACIIh ¥ KTO
IEpBBIA B pedTUHTE;

2. He yxasbiBait B IM4HOM IouTe JiuHyio MHGopmaumo. Harnpumep, nydime BeIOpaTs
«MY3bIKaNbHBIA_(anat@» umu «pox2013» BmecTo «remal3»;

3. Hcmonp3yd ABYX3TaIllHYIO aBTOPH3ALMIO. DTO KOTrZa MIOMHMO TIapOJIi HYXKHO BBOIWUTE
KOJ, IIpUChUTaeMbIi 1o SMS;

4. Brifepu CnoXHbIH naponb. [ KaXZOro MOYTOBOrO sINMKA AOJKEH OBITH CBOM
HaJEeXKHBIH, YCTOHYUBEIM K B3JIOMY I1apOJIh;

5. Ecan ecth BO3MOXHOCTH HAIIMCATh CaAMOMY CBOM JIMYHBIA BONPOC, UCTONB3YH 3Ty
BO3MOXXHOCTD;

6. Wcnonb3y# HECKONBKO HOYTOBBIX SIIMKOB. IIepBEIM A/ 4ACTHOM IIEpemMCKH
azpecaraMy, KOTOPLIM Thl JOBEpsACIIb. JTO 3JIEKTPOHHBIA aapec HEe Hajxo
HCIOJIB30BATh IIPH PETUCTPALMH Ha opyMax H caitax;

7. He orkpbiBaél daiinibl B ApyrHue BIOXKEHUS B [HCHMAX JaXe €CNIM OHM HPHIUM OT
TBOMX Ipy3eit. JIydiue yTourH y HUX, OTIIpaBiIsiIv 14 OHU Tebe 3TH (aiib;

8.

Ilocne oKoHyaHus pabOTHI Ha IOYTOBOM CEPBHCE IEPEl 3aKpHITHEM BKIALKH C
caiTom He 3a0yIb HaxXaTh Ha «BLIATHY.
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Kubepbynnune unu eupmyanvroe uzoeeamenbcmeo y |
|
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KubepOymumuar — mpecienoBaHne COOOINEHMSMH, COREPXKAIIMMH  OCKOpOIeHus,
arpecCHio, 3alyrdBaHHe; XYJIHTaHCTBO; COLHMAIbHOE OOMKOTHPOBAHHE C ITOMOMIBIO Pa3lIHYHBIX
HHTEPHET-CEPBHCOB.

OcHoBHEBIE COBETHI 10 60pEbe ¢ KHbepOyIIHHrOM:

1. He 6pocaiics B Goit. Jlyuummii crioco6: mocoBeTOBaThCSA KaK €O BECTH H, €C/IM HET

TOro, K KOMY MOXHO O6paTI/ITBCH, TO BHAYAJIC YCIHOKOUTBCA. Ecnu THI Havmelns

OTBeYaTh OCKOPOJCHUSIMH Ha OCKOpONEHHS, TO TONHKO ele OOonblIe pa3oiOKellb
KOH(IHKT;

o o o ‘ !
2. Yupapnsii cBoel kubeppenyranuei;

3. AHOHHMHOCTh B ceTH MHuMas. CymecTBYIOT cnocoObl BBIICHUTB, KTO CTOHT 3a
AHOHHMHBIM aKKayHTOM;

4. He crout BecTH Xymuranckuil odpas BUpTyanbHOH xu3Hu. MHTEpHET Qukcupyer Bce
TBOM AEHCTBUS U COXpAHIET UX. Y JAMTh UX OyNeT KpaiHe 3aTpyHUTEIHHO,

5. Cobmopnait cBoi BUPTYyaIbHYIO 4€CTh CMOJIONY;

6. UrHopupy#i emunmuHbid HeratuB. OOHOpa3oBble OCKOpOHMTENBHBIE COOOIMEHMSA
Jydile HrHopupoBaTh. OOBIYHO arpeccus IpeKpamaeTcs Ha Ha4albHOH CTaIuu;

7.

ban arpeccopa. B nporpamMmax oOMeHa MTrHOBEHHBIMU COOOIIEHUAMH, B COITMANILHBIX
CETAX €CTh BO3MOXHOCTH OJIOKMPOBKM OTIpPaBKHM COOOIIEHHH C ONpeResieHHBIX
aJipecoB;

8. Ecmm 71e1 cBuuerens xubepOynnudra. TBOM [meCTBUSA: BBICTYNUTH IIPOTHB

NpeciefoBarens, IO0Ka3aTb €My, YTO ero AeHCTBHS OLEHHBAIOTCS HETATHBHO,
HOJZIEPKaTh KEPTBY, KOTOPOH HYXHa [ICHXOJOrHYecKass IMOMOIIb,
B3POCIBIM O (PaKTe arpecCHBHOTO IIOBEICHHUS B CETH. |

. 1
Mobunvuviii menegon :

coo0IuUTHL

CoBpemenHBIE cMapThOHB M IUIAHMIETHl cojaepkar B cefe BIOJNHE B3POCIIBIHA
QyHKIHOHAN, M Temeph OHM MOIYT KOHKYDHPOBaTh CO CTAllMOHAPHBIMHM KOMIIBIOTEPAMH.
Onnako, CpeACTB 3alIUTH AT MOJOOHBIX YCTPOMCTB MOKa 04eHb Mao. TecTHpoBaHHE M MOKMCK

YA3BMMOCTEH B HHX NPOMCXOJMT HE TaK MHTEHCHBHO, kKak 1A 1K, To ke camoe kacaercs u
MOOHIIBHBIX IIPHIIOXKEHUH.

CoBpeMensble MOOHIBHBIE Opay3ephl yxke NPaKTHYECKH JOrHAIM HACTONLHBIE aHAJIOTH,
OJIHAKO pacmupeHHe (YHKIMOHAIa BiIedeT 3a co00d OOJBIOYI0 CIOXHOCTD U MEHBLIYIO

3aIUICHHOCT.
| 1

Hasexo He BCe IPOM3BOMNTENH BBITYCKAIOT OOHOBJICHUS, 3aKPHIBAIONINE KPUTHYECKUE
YA3BEMOCTH [1sl CRBOMX YCTPOMCTB.

|
OcHoBHbIE COBETHI s 6€30IaCHOCTH MOOWIIBHOTO TelleoHa:

1. Huuero He sBisgeTcs no-Hactosmemy OGecIulaTHBIM. Byab OCTOpOXeH, BEIb KOTAA

Tebe mnpeanaraT OecIUTaTHBI KOHTEHT, B HEM MOIYT OBITh CKPBITH KaKHE-TO
IUTaTHBIE YCIIYTH;

2. Jymai, mpexne 4eM oTIpaBuTh SMS, (oto miu Buaeo. Tl TOUHO 3HACLIb, TIE OHU
OyAyT B KOHEYHOM HUTOTE?

3. Heofxoaumo 0GHOBJIATE ONEPAHOHHYIO CHCTEMY TBOETO CMapT(OHa;

4.

Vicnonb3yHt aHTUBHPYCHBIE POrPaMMBbI 1T MOGHILHBIX TeNeOHOB;




5. He 3arpy»ail mpUIIOXKeHHs OT HEH3BECTHOTO HCTOYHHMKE, BEAb OHH MOTYT COACPKATh
BPEIOHOCHOE NIPOrpaMMHOe 0OecTeYeHHE;

6. ITocne Toro Kax THl BhIAJEINS ¢ caifTa, rae BBOAWII JHYHYIO HHGOpPMaLHUIO, 3211 B
HacTpoiiku 6pay3epa u ynanu cookies;

7. lleproauyecKd npoBepsii KaKue IIaTHbIE YCIyTH aKTHBUPOBAHEI HA TBOEM HOMEDE;

8. JlaBaii cBoO¥ HOMEp MOOHIBLHOIO TenedoHa TOJBKO JIIOAAM, KOTOPHIX THI 3HAeUIb M
KOMY JOBEpSICLUB; ‘

9. Bluetooth momkeH ObITh BBIKIIOYEH, KOrZa Thl MM He monb3yemscs. He 3a0biait
HHOraa npoBeEpATh 3TO.

Online uepw . J |

| CoBpeMeHHBIE OHJIAMH-UIPBL — O3TO KpAacodyHbIC, 3aXBAaTLIBAIOUIME pa3BJICYECHHS,
00BbEIMHSIOLIME COTHH THICAY YeJOBEK MO BCeMy MUpY. rpokHu HCClenyioT NaHHBIM MM MHD,
oBWAIOTCS APYT C APYTOM, BBIMOJIHSIOT 3aJJaHUs, CPAXKAIOTCS ¢ MOHCTPAMH U MOJYYAIOT OIBIT.
3a yHOBOJBCTBHE OHHM IUIATHT: MOKYIAKOT AMUCK, OIUIAYMBAIOT abOHEMEHT WM MpHOOpPETaoT
KaKHe-TO ONLIHU.

Bce sta cpenctBa MAYT Ha IOJAMEpKaHWE W DPa3sBHTHE HIPH, a TaKXE Ha caMy
0e30macHOCTh: COBEPIIEHCTBYIOTCS CHCTEMBl aBTOPH3alliM, BBIMYCKAIOTCA HOBBIE NaT4H
(dpoBble 3aTUIaTKY JUIL IPOrPaMM), 3aKPIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nogoGHBIX Hrpax CTOMT OmacaTrbCsi HE CTOJBKO CBOMX COMEPHUKOB, CKOIBKO KPaXXH
TBOETO Naposis, Ha KOTOPOM OCHOBaHa CHCTEMA aBTOpU3aluy OOJBIIMHCTBA UID.

OcHOBHBIE COBETHI 10 6€3011aCHOCTH TBOETO UIPOBOTO AKKayHTa!
' 1. Ecnu npyroii urpok Benet ceds IIOX0 WK co3faeT Tebe HeNpHATHOCTH, 3a6IoKupy#H
! €ro B CIIHCKE HTPOKOB;
Tloxanyiics anMHHHCTpaTOpaM HIpHl Ha IUIOXO€ [OBEJICHHE JTOrO HIPOKa,
EJIATETbHO [IPUIOXKHUTD KaKHe-TO I0KA3aTeNnbCTBa B BHJIE CKPUHOB;
He yka3piBait tuaHyto uHbOpMaKIo B npodaiine urpsl;
VBaxail Jpyrux y4acTHUKOB [IO UTpE;
He ycranaBnusaii HeopuuuansHble naTid B MOJBL, |
HMcnone3yit cnoxHble B pasHble Napoy;
Jlaxxe BO BpeMs HIPbl HE CTOMT OTK/IIOYaTh aHTUBHpYc. IToka TBI Wrpaems, TBOH
KOMIBIOTEP MOTYT 3apa3uTh.

—
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Duuiunz unU Kpaxca 1U4HbX OaQHHbIX ; |

O6rrynOl Kpaxell JeHer M HOKYMEHTOB CErOJHs yXe HHMKOLO He YIAMBHINb, HO C
Pa3sBUTHEM MHTEPHET-TEXHOJOTHH 3JIOYMBIIUIEHHUKH [EPEMECTHIMChE B HWHTEPHET, H
IIPOAOJDKAIOT 3aHUMATECS IIOOMMBIMY JIETIOM.

Tax mosBunach HOBas yrposa: HHTEPHET-MOIUEHHMYECTBA MM (MINMHT, TIaBHAs Leflb
KOTOPOr0 COCTOHT B MOJNYYEHHHM KOHQHIEHIMAIBHBIX NAHHBLIX IMOJIL30BATENed — JOTHHOB H
naposeld. Ha anriuiickom ssbike phishing unrtaercs xak gummnr (ot fishing — priGras nosis,
password — mapous).

OcCHOBHEIE COBETHI 10 6OPLGE ¢ QHUITHHTOM:

1. Cnenm 3a csomm akkayHtoM. Eciu Tel mojospepaemmb, 4TO TBOS aHKeTa Obuia
B3/IOMaHa, TO HEOOXOMMMO 3a0IIOKMpOBaTh €€ M COOOUIMTb aIMHRHCTPATOpPAM

‘ pecypca 06 3TOM KaKk MOXKHO CKOpee; |




‘ 2. Hcnone3yit OeszomacHble BeO-caiiThl, B TOM 4HCe, WHTEPHET-Mara3WHoOB H
NIOUCKOBBIX CHCTEM;

‘ 3. Hcnons3y# cnoxxHbie U pasHele napond. TakuM oOpa3oM, ecinu Tebs B3IOMAKOT, TO
370YMBIIIIEHHUKH [10JIy4aT JOCTYII TOJIBKO K OJHOMY TBOEMY NpodUIIO B CETH, a HE
KO BCEM;

4. Ecnu T1ebs B3JOM@IM, TO HEOOXOAMMO MpPeAyNpPEeNHTh BCEX CBOMX 3HAKOMBIX,

KOTOpBIe 10OaBJICHb y Te0s B APY3biX, O TOM, 4TO TeOs B3JOMaX M, BOBMOXHO, OT

TBOEr0 HMEeHM OYIIeT pacChlIaTLCA ClaM H CCHUIKM Ha (PUINHHTOBEIC CAMTBI,

VYcranoBu HagexHsbii napons (PIN) Ha MoGHIBHBIH TEnedoH;

OTKII04H coXpaHeHue napous B Opaysepe;

7. He orkpbiBait ¢aiiipl U Apyrue BIOKEHHS B IMChMaX HaXe €CNIM OHH NPUILM OT
TBOMX JApy3eii. Jlydine yTouYHHM y HAX, OTIPABISUIH JM OHM TeDOe 3TH daiiisl.

o\ W

Lugppoeas penymayus o

lludpoBas penyTauus - 3TO HETaTHBHAs WM MO3UTHBHAS WHGOpMAnud B ceTH o Tebe.
Komnpomertnpyromas uH(opMauus pa3MEIICHHAss B HHTEPHETE MOXET CEephe3HBIM 00pasoM

OTPA3HTLCA Ha TBOEH peanbHOM xu3HH. «[{ubpoad penyrauusa» - 3T0 TBOH HMHIXK, KOTOPBIA
dopMmupyeTcs H3 HHGOPMaIHK O Tebe B UHTEPHETE. \

Troe MecTo x)uTenscTBa, yuedsl, TBoe GHHAHCOBOE M0JIOXKEHHE, OCOOEHHOCTH Xapakrepa
M paccKashl O OIM3KHUX — BCE 3TO HAKAIUIMBACTCSA B CETH.

MHorne moapoCTKY JIETKOMBICTIEHHO OTHOCSATCS K ITyONUKAIMK TMYHON HHPOPMAIMU B
WnTepHeTe, He IOHHMAasi BO3MOXHBIX ITOCIEACTBHA. THI lake HE CMOXEINb JOTaJaThCs O TOM,
410 Qotorpadus, pasMeleHHas 5 JeT Ha3ajl, CTajla IPUYHMHON 0TKa3a NPUHSTH Tebs Ha paboTy.

| KommenTapuun, pasMemienne TBOMX (oTorpaduil m JpyrHe neficTBHS MOTYT He
HCUYE3HYTh HaXE IIOCIE TOro, KaKk Thl WX YAaIMiOb. Tbl HEe 3HAaeib, KTO COXPAHHT ITY
HHGOPMAIMIO, [TONasa JIA OHa B IIOMCKOBBIE CHCTEMB! H COXPAHUJIACH JIM OH4, @ INIABHOE: YTO
noAyMaroT 0 Tebe OKpy’Karolee JIIOAH, KOTOphle HalayT u yBHAAT 3To. Halitu uudopmarmo
MHOTO JIeT CHYCTS CMOXET J00OH — Kak u3 JoOphIX MoOyXIeHUH, Tak H ¢ HaMEpeHHEM
NPHYHHUETE BPEA. ITO MOXKET ObITh KTO YTOZHO.

. OcHoBHBIE COBETHI IO 3alIKTE HAGPOBOM peryTaUMH:
; 1. Tonymaii, mpexxae 4eM 4To-TO NyOIMKOBaTh W HepenaBaTh y cebs B Oliore Wiy B
COUMAILHOM ceTH;
2. B macTpoiikax npo¢uiis yCTRHOBY OrPaHMYEHHS HA IPOCMOTP TBOETO IPOQHIS H €ro
A 1 COZICPXKHUMOrO, CIIENAN ero TOJbKO «UIl APY3€ehy;

' 3. He pasmemaii u He yKa3eBal HHQOPMALHIO, KOTOPask MOXET KOro-JIubo OCKOPOIATE
, WK 00MXKaTh.

'

Aemopckoe npago

CoBpeMeHHBIE IIKONbHHKH— AaKTHBHBIE IIONIb30BAaTENX LM(POBOrO MNPOCTPAHCTBA.
Omnako naleko He BCE 3HAIOT, YTO MO/b30BAHHE MHOTHMHA BO3MOXHOCTSMH L(bPOBOTO MHpa
TpebyeT COOMIONAeHHs IPaB Ha MHTEIUIEKTYaTbHYIO COOCTBEHHOCTb.

TepMI/IH «HHTCIUICKTYyaJIbHasA cOOCTBEHHOCTB» OTHOCHTCS K pa3/IMYHbIM TBOPCHHAIM
YE€JIOBEYCCKOro yMa, HauWHag ¢ HOBBIX I/I3O6peT€HI/II71 H 3HAKOB, 0603Haqa1011mx COOCTBEHHOCTE

Ha MPONYKTBI M YCIYTM , M 3aKaH4uMBas KHMram#, GortorpadusMu, KHHOQUIEMaMH U
MY3EIKQJIbHBIMY [IPOU3BEACHUAMH.

'l
i . 5 . - ! |



ABTOpPCKHE IIpaBa — 3TO IIpaBa Ha WHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IPOM3BENCHUSL
HayKH, JIUTEPaTypbl H HCKYCCTBa. ABTOPCKHE ITpaBa BEICTYITAIOT B KA4eCTBE FApaHTHH TOrO, YTO
UHTEILUIEKTYAIbHBIA/TBOPYECKUHM TPy aBTopa He OyAeT HApacHBIM, NAacT €My CIpPaBeIMBBIE
BO3MOXHOCTH 3apa0oTaTh Ha pe3yibTarax CBOErO TPYZa, MOTYyYHTh M3BECTHOCTh H IPU3HAHUE.
Huxto 6e3 paspelnenus aBropa He MOXKET BOCIPOU3BOJHUTH €TI0 IPOU3BENCHHE, PACIIPOCTPAHSATS,
MyOJMHYHO JEMOHCTPHPOBATh, IPOJABATh, HMIIOPTHPOBATH, IyCKaTh B IPOKAT, ITYOIHYHO
UCIIOJIHATE, II0KA3bIBATH/UCIIOIHATE B 3Gupe win pasmemars B Uarepuere.

Hcnonp30BaHnE ITHPATCKOrO)» MIPOrPaMMHOT0 00ECTIEYeHHSI MOXKET IIPUBECTH K MHOTHM
pHCKaM: OT IIOTEPH JAaHHBIX K TBOHUM akKKayHTaM IO OJIOKMPOBKH TBOEro YCTPOMCTBa, rie
YCT@HOB/JIEHHBIH HE JeraabHas nporpamma. He crout Taioke 3a0bIBaTh, YTO CYyILIECTBYET
JerajpHble ¥ GeCIuIaTHBIE TPOTPaMMEI, KOTOPEIE MOJKHO HAHTH B CETH.

O nopmane

CeTeBHuOK.p) — TBOH TIVIAaBHBIH COBETYMK B CETH. 34ECh THI MOXKEIb Y3HATH O
6e30macHOCTH B CETH IOHATHBIM M JOCTYIHBIM SA3BIKOM, @ IIPH BO3HMKHOBEHHH KPHTHYECKOM
CHTyallid OOpaTHTBCS 33 COBETOM. A TakXe NPUHATH Y4aCTHE B KOHKYPCAX M CTaTh CaMbIM
M POBBIM I'PaskJaHHHOM !




| -
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IIpuinoxenue Ne3. [Tamarka ans poaureseil 00 unpopManoHHolH 6e30MacHOCTH AeTel

Omnpenenenue tepMuHa «HHGOpMalMoHHas O€30HAaCHOCTE J[AETEH» COAEPIKHMTCA B
denepanprom 3akone Ne 436-P3 «O 3aute aereit oT uHboOpMaIMy, IPUIMHAIOMEH Bpex HMX
300POBBIO M Pa3sBUTHIO», PEryIUpyIOLIMM OTHOIUCHMS, CBS3aHHbIE C 3alIMTOH Jeredl or
uH(pOpMaNKy, MPHYHHMONICH Bpel UX 3/I0POBBIO ¥ (MJIH) pa3BHTHIO. CoriacHo JaHHOMY 3aKOHY
«uHpOpManoHHas 0e30HacHOCTL JeTeH» - 3TO COCTOSHHE 3alUINEHHOCTH, IIPH KOTOPOM
OTCYTCTBYET PUCK, CBSI3aHHBIM ¢ NpHYMHEeHHeM WHQOpMalmed Bpexa MX 3J0pOBBIO M (WIIH)
du3HUECKOMY, IICUXHYECKOMY, NYXOBHOMY, HDAaBCTBEHHOMY Pa3BHTHIO.

B cuny ®enepanpHoro 3akoHa Ne 436-03 nmbopMauHeu NpUYIMHSIONIEH Bpex
3/I0pOBBIO U (MJIN) Pa3sBUTHIO OETEH, SBIsETCS: |

1. wmrbOpManus, 3anpeleHHas Jis pacpoCTpaHeHus Cpeny AeTel;

2. unbopmanus, pacmpocTpadeHue KOTOpOH OTpaHUYEHO cpenu

JeTed  OIpezelICHHBIX BO3PACTHBIX KATErOpUil.

K undopmanny, 3anpeiesHon uisl pacipoCcTpaHeHust Cpelu AeTel, OTHOCHTCS:

4. undopmanus, mobyxiaomas Jereil K COBEpPINEHHIO AEHCTBHIl, MPEeACTaBISIONNX
YIpo3y MX XHM3HH U (MIM) 3[00POBBIO, B T.4. IPUYHHEHUIO BpeZa CBOEMY 3IIOpPOBBIO,
caMoyOHHCTRY;

5. crnocoGHOCTh BBI3BATh y JIETEH jKENaHHE YIOTPEOHTh HAPKOTHYECKHE CpPENCTBa,
TNCHXOTPONHEIE M (MIM) OJypMaHWBAalOLIME BelecTBA, TabauHble H3/EINd,
IKOrOJIGHYI0O W CHHPTOCOLEPXKALIYI0O  HPOLYKLIMIO, TIMBO W  HAIIMTKH,
HM3roTaBIMBAa€MbIE Ha €ro OCHOBE; NPUHATH YYacTHUE B a3apTHHIX UTpax, 3aHHMAThCS
IPOCTHTYLMEH, OPOJSIXHUYECTBOM MJIH MOTMPOIIAdHIYECTBOM;

6. 000OCHOBBIBAIOIASl WIM ONpAaBAbIBAIOMAs JOMYCTHMOCTh HacWius ¥ (WIH)
AKectokocTH b0 nobyxparoras OCYIHGCTBJISITI: HaCHJILCTBEHHBIE ICHCTBHA MO
OTHOULICHMIO K JIFOISM U )KHBOTHBIM; b

i 7. orpumaromas cemeHHblE IIEHHOCTH U (HOPMHpPYIOINAs HEYBa)XXEHHE K POJUTENAM H

' (unK) IpyrUM WieHaM CEMbH;

© 8. omnpasisIBaroLiast IPOTUBONPABHOE NOBEACHHUE;

9. coxepxalnas HEIIEH3YPHYIO OpaHb;
- 10. conepxammast ”HGOPMAITHIO nopnorpa(bnqecxoro XapakTepa.

(V%)

K undopmanum, pacnpocTpaHeHHE KOTOPOH OTPaHHYEHO CPEeNH ACTEH ONpeleIeHHOro
BO3pacTa, OTHOCHTCS:

1. wmabopmanus, npencraBiseMas B BHAE H300paXX€HUS WIM OMHCAHMS KECTOKOCTH,
Guspueckoro M (WIM) IICHXUYECKOTO HACWIMS, MPECTYIUIEHHS MIH HHOIO
aHTHOOINECTBEHHOTO NeHCTBUS;

2. BBBBIBAIOIAA y JeTedl CTpaX, yXac WIH MaHWKY, B T.4. [PEACTaBiIseMas B BHIE
M300paKEHUS WM ONMCAHMA B YHIDKAIOUIEH YeNOBeYecKoe IOCTOMHCTBO (opMme

HEHaCHJIBCTBEHHOW CMepTH, 3a0o0/eBaHMsA, CaMOyOMIHCTBa, HECYaCTHOTO Clrydad,
aBApHH KUK KaTacTpo®bl U (HMJIH) UX NOCIEACTBHIA; !

IpENCTaB/sieMas B BUJC H300PaXEHUs UM OIUCAHMSA TIOJOBBIX OTHOIIEHMM MEXTy
MYXXUYHHOH ¥ XKEHIIHHOH;

4. conmepxaias GpaHHBIE CJIOBA H BBIPAXCHUS, HE OTHOCSAIIMECS K HELEH3yPHOl OpaHu.

C y4erom storo Bam npennararorcs npasuna paGoTs! B cetu MHTEPHET MI% pasiuuHEX

BO3PacTHBIX KaTerOpHM, COOMIOJEHHE KOTOPHIX IMO3BOJNIUT OOECIEYHUTH HH(OPMAIIHOHHYIO
He30macHoCTE BalllUX JeTei.

Obwue npasuna oas podumenei




1. HesaBucumo ot Bo3pacta pefeHka RNCmOAB3yHTe MNporpaMMHOe obecmedeHue,
noMoraroree QUIBTPOBaT, M KOHTPONHPOBaTh MHGOpMAIHIO, HO HE IOjaraitech
IIOJTHOCTHIO Ha Hero. Banle BEEManue K peOCHKY - ITTaBHBIM METO/| 3aLIUTEL.
Ecnn Bamr pe6eHok HMeeT akkayHT Ha OJHOM H3 CONMaNbHEIX cepBucoB (Livelournal,
blogs.mail.ru, vkontakte.ru @ T.I.), BHMUMATENBHO H3YYHTE, Kakyl HHGOpMaNHIO
[IOMEINAIOT €ro YYacTHUKH B CBOMX Ipoduisix u 6iorax, Bkmouas Gortorpaguu u BUIEO.
3. IlpoBeprre, ¢ KaKUMM APYTHMH caiiTaMu CBsSi3aH COLMaNbHBIH cepBUC Bamero pefenka.
Crpannuky Bauiero pebenka Moryt ObITE 6e30IIaCHBIMHU, HO MOTYT ¥ COJIEPXKATh CCHUIKH
' Ha HeXelaTelbHble W ONacHble CalThl (HampHUMep, MOpHOCAHT, MM caiT, Ha KOTOpoM
JIpyT YIOMHHAET HOMEp cOToBOro TenedoHa Bamero pebenka umu Bam nomammuwmit
azpec)
4. Tloompsiite Bammux nereit coobmars 060 BceM CTPaHHOM MJIM OTTAIKHBAIOINMM U HE
' CJIMIIKOM OCTPO pearupyire, Korja OHH 3TO JENAOT (H3-3a ONaCCHHS IOTEPATE HOCTYI K
VintepHery netd He roBOpAT poauTeasM O Ipobiemax, a TakkKe MOIYyT HadaTb
UCIIONB30BaTh VIHTepHET BHE J0MA U IIIKOJIEI).
5. bymere B Kypce cereBolt xu3HM Bamero peberka. MHTepecyiitech, KTO MX JIpY3bi B
VHTepHET Tak e, KaK HHTepecyeTech peabHbIMH PY3bIMH. '1
Bospacm om 7 do 8 nem ' ‘

1

B HurepHere peGeHOK crapaeTcs MOCETUTh T€ WM HHBIE CaiiThl, & BO3MOXHO M 4aThl,
paspenieHye Ha IMOCEUIEHHE KOTOPBIX OH He Noiy4ui Obl oT poauteneii. [losTomy pomurensm
0COOCHHO MOJE3HBI OYAyT T€ OTYETHI, KOTOpHlE MNPEJOCTABNAIOTCA I[POrpaMMaMH IO
OrpaHMYEHHIO HUCIONb30BaHMA VHTepreTa, T. €. PoauTenbCkuil KOHTPOAB HIM TO, YTO BEI
CMOXe€Te YBUIETh BO BPEMEHHBIX (dailnax. B pesynsrare, y pebGeHka He OyneT OINyUIEHHS, YTO
3a HAM BENETCS NOCTOSIHHBIM KOHTPOJB, OXHAKO, POAUTENH OYAYT MO-IIPEXKHEMY 3HATh, KaKue
caifTel niocemaer ux pedbeHok. Jletu B 1aHHOM BO3pacTe 00/1aJal0T CHIIBHBIM YYBCTBOM CEMbH,
OHM JOBEPYMBBI M HE COMHEBAIOTCA B aBTOpuTeTax. OHH NMIOOAT UrpaTh B CETEBBIC UTPbI H

myremecTsoBath o MHTepHeTy, HCIonb3ys 3IEKTPOHHYIO I0YTY, 3aXOJUTh Ha CAHTEl ¥ YaTkl,
HE PEKOMEHJOBAHHBIC POAUTEISIMH.

CoseTnl o 6e3onacHocTH B cetd VIHTepHET Mist nereit 7-8 et

1. Co3spaiite cniMcok JOMaUIHKX NPaBUWI NOcellleHus MHTepHera mpH ydacTHM AeTed u
TpeOyHTE €ro BHIONHEHHS.

2. Tpebytite or Bamero peGeHka coOMIONEHMS BpEeMEHHBIX HOPM HaXOXICHHA 3a
xoMnbroTepoM. Tlokaxkute peberky, uro Bel Habnonaere 3a HUM He OTOMY uTO Bam
9TO XOYETCA, & MOTOMY 4TO BEI Oecriokoutecs o ero 6e30nacHOCTH M BCET/a OTOBEI
€My IIOMOYBb.

3.

Kommerotep ¢ momxmrodeHueM k MHTepHeTy MoKeH HaXxoauThes B obuieil KkoMHare
0/l IPUCMOTPOM POIUTENCH.

4, I/ICHOJIB3Yf/'ITC CIICHUANIBHBIC ICTCKHE ITONMCKOBBIC MAILIUHEI.

5. Hcnons3yiite cpencrBa OJIOKHPOBAHUS HEXEIATENLHOIO KOHTEHTA KaK JONOJHEHHE K
CTaHAapTHOMY PoauTeNnbCKOMY KOHTPOIIO. i

6. CospaifiTe ceMeHHBI 3NEKTPOHHBIA AIIMK, YTOOBI HE IO3BONHTH AETAM HMETD
coOCTBEHHBIE apeca.

7. brnoxupyilTe noctyn k caiftam ¢ GeCIUIATHEIMM IIOYTOBBIMH SIMMKAMH C IIOMOIIBIO
COOTBETCTBYIOIIETO NPOTrPAMMHOT0 00ECICUEHHMS. i

8. Ilpuyuure pnerelt coBeroBarbes ¢ Bamu mepen OnyGIMKOBAHMEM KakoH-mu6o
MHQOPMALMH CPENCTBAMHU 3ICKTPOHHOM MOYTEHI, YaTOB, PErMCTPAIHOHHBIX dopm u
npodusei.

9.

Hayuute nereil He 3arpyxats ¢aiiisl, MIporpaMMbl  HJIM MY3bIKy ©Oe3 Bamero
corjacus.
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He paspemaiiTe 1eTSM HCIONH30BaTh CTy>KObI MTHOBEHHOTO 0OMeHa COOOIIECHUSIMH.
B «6enplit» cnucok caiToB, pa3pelieHHbIX IS TOCENIEHHUS, BHOCUTE TONBKO CAlThI C
Xopole# penyranyen.

He 3a0niBaitTe GecenoBath ¢ meTbMu 00 ux npysbxx B I/IHTCpHeTe, Kak eclid OBl peds
LJ1a O APY3bsiX B peIbHON XHU3HHU, :
He nenaiite «taby» U3 BOIIPOCOB MONOBOH KM3HH, TaK Kak B IHTepHeTe NETH MOTYT
JIETKO HATKHYTHCS Ha IOPHOTPadHIO WK CalThI «IJI1 B3POCIBIX?.

[Tpuyunte Baimmero peGenka coobmarts Bam 0 JOOBIX yrpo3ax MM TpeBOTax,
cBsa3anHbIX ¢ MuTepHeToM. OcTaBaiiTech CHOKOHHBIMY M HaIIOMHHTE AETAM, YTO OHH
B 0€30MacCHOCTH, €C/IA CaMH PaccKa3aid BaM O CBOMX TpeBorax. [loxBamuTe MX M
NOCOBETYHTe MOJONUTH elle pa3 B IOA0OHBIX CIIydasX.

Bospacm oemeii om 9 0o 12 nem

B naHHOM BO3pacTe OETH, KaK IIPaBUIIO, YK€ HACHBIIAHBI O TOM, Kakas uHbopmauus
cymecTtByeT B MHTepHeTe. COBEpIIEHHO HOPMAIBHO, YTO OHH XOTAT 3TO YBHIETH, IIPOYECTH,
ycusluaTe. 1Ipu 3TOM HYXHO NOMHHUTB, YTO HOCTYIl K HEXETATeNbHBIM MaTepHaliaM MOXKHO
JIErKo 3abJIOKUPOBATh PH [IOMOIIM CpeacTB POMUTENBECKOr0 KOHTPONS.

Cosetsl 10 Oe30macHocTy 1id fereit ot 9 1o 12 ner
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CospaliTe CIMCOK JOMAIIHUX IPaBHI IOCeIieHHs VIHTepHeT Ipu yd4acTHH JeTeRt u
TpeOy#Te ero BHIIOJIHEHHUS.

TpebyiiTe oT Bamero pedenka coOIIONSHIS HOPM HAXOXKICHUS 33 KOMIIBIOTEPOM.
Habmonaiite 3a pebeHkoM Ipu paboTe 3a KOMIBIOTEPOM, HOKaXHTE €My, 4TO BrI
GecriokouTech 0 ero 6e30NaCHOCTH M BCEra FOTOBBI OKA3aTh EMY TIOMOIIb.
Komnerorep ¢ noakmoyeHneM B VIHTEpHET NOJDKEH HaXOOUThCA B 0OIIed KOMHaTe
I10J IPUCMOTPOM POJTUTENEH.

Hcnone3yiite cpeacTa OJIOKMPOBaHUS HEXEIATSIBHOTO KOHTEHTA KaK JOMOJTHEHHE K
CTaHJapTHOMY PoauTenscKoMy KOHTPOITIO.

He 3abr1BaiiTe mprHUMaTh HEMOCPEACTBEHHOE YIacTHE B KH3HH pebenxa GeceoBaTh
¢ feTbMu 06 uX Ipy3bsix B MHTEpHETE.

Hacrausalite, 4T00bBI IETH HUKOT/IA HE COIVIALLANNCEH HA JIMYHBIE BCTPEYUH C APY3bAMHU
no Murepnery.

Iosposstiite neTSIM 3aXOAUTh TOJNBKO Ha CalThl M3 «O€NOro» CHMCKa, KOTOPHIH
cOo3/1aliTe BMECTE C HUMHL.

IMpuyyuTe nAeTed HUKOrJa HE BBIAABATh JIMYHYIO umbopMaumo CpeAcTBaMH
3/IEKTPOHHOH IIOYTBI, 4aToOB, CHCTEM MTHOBEHHOro oOMeHa COOOLIEHHIMY,
PETHCTPanMOHHLIX (GOpPM, NUYHBIX MpoduIed H mpu perncrpaunn Ha KOHKYpCHI B
Unrepnere.

lpny4ure nereit He 3arpyxarh mporpammer 6e3 Bamero paspemenus. O6nsacHuTE
HM, YTO OHH MOTYT CIy4alHO 3arpy3uTb BHPYCBHl WM JPYro€ HEXKEJaTelbHOE
IporpaMMHoOe o0ecnedeHue.

Cozpaiite Bamemy pebeHKy OrpaHHYCHHYIO YYeTHYIO 3alHCh Mus paGoThl Ha
KOMIIBIOTEpE.

Ilpuyuure Bamero pebenka coofmars Bam 0 MOGEX yrpo3ax HIM TPeBOTrax,
cBA3aHHBIX ¢ MHTepHeToM. HanomuuTe AeTSAM, YTO OHH B G€30HACHOCTH, €CIH CaMU
pacckas3alid BaM O CBOMX TPEBOTaX H ONACEHHAX.

Pacckaxure aeTaM o moprHorpaduu B UnTepHeTe.

Hacrausaiite Ha ToM, 4TOGBI I€TH [PENOCTABIISAIA BaM JOCTYH K CBOE IEKTPOHHOR
no4re, 4ToObI BB YOEAUIUCH, YTO OHHM He OOMIAIOTCS ¢ He3HAKOMIIAMH.
ObbscHuTe  meTSAM, 4YTO HeNb3s HCOONB30BaTh CeTh A

XYJIHUTraHCcTBa,
pacnpoCTpaHeHUs CIUICTEH WM yIpo3.
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Bospacm oemeii om 13 00 17 nem a

B 3TOM BO3pacTe MOAPOCTKH AKTHBHO MCIOJIB3YIOT ITOMCKOBBIC MAUIMHBI, IOJB3YIOTCS
3NCKTPOHHOM moYTOMH, ciiyxbamMui MIrHOBEHHOro oOMeHa COOOINEHMAMH, CKAYMBAIOT MY3BIKY H
¢buneMbEl. MajlbuMKaM B 3TOM Bo3pacTe Oonblie 1o HpaBy CMETaTh BCE OTPaHHYEHMs, OHM
XaXAyT rpyboro 1oMopa, a3apTHEIX Hrp, KapTHHOK «IUIS B3POCHBIX». JIEBOUKH NPEAIIOYHTAIOT

obmarscss B dYarax, IpH 3TOM OHH ropa3no Oojee UYyBCTBHTENIBLHEI K CEKCYalbHBIM
JnomorarenscTBaM B HTEpHETE.

| 3ayacTyio B JAHHOM BO3pacTe POJUTEISIM yXKe BEChbMa CII0)KHO KOHTPOJIHPOBATb CBOHX
netel, Tak kak 06 VHTepHeTe OHM yXKe 3HAIOT 3HAYMTEIbHO OoJbine cBoux poaurenei. Tem He

MeEHee, He OTImyckairte nerell B «cBoOonHOe raBaHue» 110 MHTeprery. Crapaiitech akTHBHO
y4acTBOBaTh B 0OmeHHnH peberka B MlHTepHeTe.

l

BaxHO mno-IpeXHEMY CTpOro coOmofath 1paBmwiia HHTepHer-Oe3omacHocTH -
COIJIallleHHe MEXAy pPOAUTEISIMH U aetbMu. KpoMe Toro, HeoOXOZHMO Kak MOXHO YaIne
[IPOCMATPUBATE OTYETHI O JEATEeNbHOCTH Aereil B MHTepuete. Cnenyer oOpaTUTh BHHMAaHHE Ha
HeoOX0MMOCTE COAEPKAHUS POJUTENBCKUX Maposell (maponel agMHHHCTPaTOpOB) B CTPOrOM
cexpere ¥ 00paTUTh BHIMAHUE Ha CTPOTOCTH 3THX HapoJeH. “

. CoBetsI 110 6e30MaCHOCTH B 3TOM Bo3pacte oT 13 o 17 net

! 1. Co3paliTe CHOHCOK MOMAINHHX IpaBMI IIOCEmeHMs MHTepHeTa IIpH Y4acTHH

' NOAPOCTKOB U Tpebyiite GesycnoBHOro ero BeimonHeHUs. OOrosopure ¢ peGeHKOM

‘ CIMCOK 3aNpelleHHBbIX CaHTOB («4epHBIH CIHCOK»), 4acel pabotel B UuTtepuere,

| PYKOBOICTBO I10 001IeHHUI0 B MIHTEpHETE (B TOM YHCIIE B YaTax).

| 2. KommbloTep ¢ MOAKTIOYEHHEM K ceTd VIHTepHeT HOKEeH HaXOmHThCS B obuieit

\ KOMHare.

3. He zabnBaiite GecenoBaTh ¢ OersMu 00 HX Ipy3psx B MHTepHETE, O TOM, YeM OHH
3aHATHl TakuM oOpa3oM, OyATo peds HAET O OpY3bSX B PpEAILHOW IKU3HH.
CopamuBaiiTe 0 JIONIX, C KOTOPHIMH JEeTH OOMIAIOTCS IOCPEACTBOM Ciyk0
MI'HOBEHHOTrO 0OMeHa COOOUICHUAMME, YTOOBI YOeIUTECS, YTO 3TH JIFOAH HM 3HAKOMEIL

4. Hcrmonp3yiite cpeactsa GIIOKHPOBAHUS HEXXENATENBHOTO KOHTEHTa KaK JOIOIHEHHE K
CTaHJApTHOMY POHTENECKOMY KOHTpPOIIO.

5. HeobxomumMo 3HaTh, KaKUMH 4YaTaMH IIONB3yIoTcs Bamm peru. Iloompsiite
KCIIOJIL30BAaHHE MOJACPHPYEMBIX HaTOB M HacTauBaliTe, 4ToOB! NETH He OOINATUCH B
TIPUBAaTHOM PEXHUME.

Hacrausaiite Ha TOM, 4T0OBI JETH HUKOI/IA HE BCTPEHAIHCH JIMYHO C JPY3bAMH U3

cetn MaTepner.

7. Ilpuyuwrte speTelfl He BplHaBaTh CBOKO JIMYHYIO HMH(QOPMALMIO CpeICTBAMU
3JICKTPOHHOH TIOYTHI, 4YaTOB, CHCTEM MTHOBEHHOrO OOMEHA COOOINEHMIMY,

PEerUCTPAlMOHHBIX GOPM, NHYHBIX MPO(HIEH M NPH PErHCTPAIMH HA KOHKYDCHI B

HnTeprere.

[Ipuyunte nereli me 3arpyxarb mporpammsl 0e3 Bamero paspemenus. O6bsicHATE

UM, YTO OHH MOTYT CJIy4aHHO 3arpy3uTb BHPYCHI HIIH zlpyroe HEXKeNaTeNbHOoe
porpaMMHoe obecrieueHue.

Ipuyyute Bamero peGenka coofwarh BaM 0 MOGHIX yrpo3ax MM TpeBOrax,

cBsi3aHHbIX ¢ MiuTepnerom. HamoMunTte neTsM, 4To OHM B G€30TIaCHOCTH, €CIH CaMH

pacckasaii BaM, O CBOMX YIpo3aX HJM TpeBorax. IloxBaiuTe MX M IOCOBETyMHTE

IOJIONTH €lle pa3 B IOJOOHBIX CiIydasx. A

Pacckaxxute nersm o noprorpapuu B WeTepreTe. IIOMOTHTE MM 3aIUTHTBCS OT

cnama. Hay4nre mOOPOCTKOB He BhIaBaTb B LKIHTEpHETE CBOETO pPEAIbHOrO
: 1
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10.




3JIEKTPOHHOIO aJipeca, He OTBEYaTh Ha HEXeNaTeNbHble IHChHMA H HCIOJIB30BaTh
CIIELHAJILHBIC TOYTOBBIE QUIIBTPEL

11. Tlpuy4ure ceOst 3HAKOMHUTBCA ¢ CaliTaMu, KOTOPBIE ITOCEMIAXOT TOAPOCTKH.

12. Hayuute nereii yBaxxaTh Ipyrux B HHTEpHETE. Y O€AUTECH, YTO OHH 3HAIOT O TOM, YTO
IIPaBHJIa XOPOIIEro NOBEACHUs AEHCTBYIOT Be3/ie — AaXke B BAPTYaTbHOM MHpE,

13. O6BsicHUTE JeTaM, 4YTO HH B KOeM Cllydae HeNb3s Hcmonb3oBate CeTh s
XYJIMTaHCTBA, PaCIPOCTPAHEHNS CIUIETEH HIIH YTPO3 APYTHM JIFOJSIM.

14. O6cymuTte ¢ MOAPOCTKaMHE IIPOOIIEMBI CETEBBIX a3apTHBIX UTP U MX BO3MOXKHEIM PHCK.
HanoMHuTE, 9T0 J€TH HE MOI'YT UTPaTh B 3TH UIPHI COrTIACHO 3aKOHY.

ITocTosnHO KOHTpONMpyiTe Hcronp3oBanue MHTepHera Bammm peGenxom! D10 He

Hapylmue€HHUe€ €ro JIMYHOI'O IIPOCTPAHCTBA, a MEpa IPECAOCTOPOKHOCTH M IIPOSBIEHHE Bameit
pOHHTCJ’ILCKOﬁ OTBETCTBEHHOCTH ¥ 3a00TEI.




